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Disclaimer

The opinions expressed during this presentation are our own. They do not 
necessarily represent the views of  the Tennessee Comptroller of  the 
Treasury, his representatives, or the Division of  Local Government Audit. 



Jason E. Mumpower
Comptroller of  the Treasury of  the State of  

Tennessee
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Division of  Local Government Audit

County Field Auditors 
✓ Perform annual financial and compliance audits of  91 

counties.

Contract Audit Review Team
✓Contracts with independent CPA firms to audit local 

governments (municipalities, utility districts, housing 
authorities, internal school funds, etc.) and certain 
nonprofit and for-profit entities.

✓ Performs audit report reviews and contracted CPA firms’ 
audit documentation reviews.

Jim Arnette, CISA, CGFM

Director



Contract Audit Review

• Contract Approval

• Workpaper Review Determination

• Strategic Goal Monitoring

• Research/Consulting

• Assisting Upper Management and 
Reviewers

Jean Suh, CPA, CFE, CGFM

Contract Audit Review Manager



Contract Audit Review

• Sending out annual audit contract 
requests

• Managing Contract And Report System 
(CARS)

• Following-up on late contracts and 
audit reports

Tammy Steele

Project Assistant
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Where are we going today?

• Why are internal controls important?

• What are internal controls?

• Practical considerations for utility districts



Why are internal controls important?



Utility District Investigations

29 Investigate reports released since 2016 totaling 

$21 million in fraud, waste, and abuse.





Utility District Audit Findings



What are internal controls?



GAO’s Green Book



Manuals Provided by the 
Comptroller’s Office





What are internal controls?

Internal control is a process that is developed by the entity to provide 
reasonable assurance that the following categories of  objectives will be 
achieved:

• Operations – effectiveness and efficiency of  operations;

• Reporting – financial reporting will be reliable ; and

• Compliance – compliance with applicable laws, regulations, contracts 
and grant agreements.



5 Components of  Internal Control

1. Control Environment – the foundation of  an internal control system.

2. Risk Assessment - assesses the risks facing the organization as it seeks to achieve 
its objectives

3. Control activities – the actions management establishes through policies and 
procedures to achieve objectives and respond to risks in the internal control system

4. Information and communication – the quality information management and 
personnel communicate and use to support the internal control system

5. Monitoring – activities management establishes and operates to assess the quality 
of  performance over time and promptly resolve the findings of  audits and other 
reviews



Control Environment

• Management and the oversight body should demonstrate a commitment 
to integrity and ethical values.

• The oversight body should oversee the internal control system.

• Management should establish an organizational structure, assign 
responsibility, and delegate authority to achieve the entity’s objectives.

• Management should commit to recruit, develop, and retain top-notch 
employees. 

• Management should evaluate performance and hold employees 
accountable for internal control responsibilities.



Risk Assessment

• Management should define objectives to identify risks and tolerances.

• Management should identify, analyze, and respond to risks associated 
with objectives. 

• Management should consider risks related to fraud, improper payments, 
and information security when identifying, analyzing, and responding to 
risks.

• Management should identify, analyze, and respond to significant changes 
that could impact the internal control system.



Control Activities

• Management should design control activities to mitigate risks to 
achieving the entity’s objectives to acceptable levels. 

• Management should design general control activities over information 
technology to mitigate risks to achieving the entity’s objectives to 
acceptable levels.

• Management should implement control activities through policies and 
procedures.



Information and Communication

• Management should obtain or generate relevant, quality information and 
use it to support the functioning of  the internal control system.

• Management should internally communicate relevant and quality 
information, including objectives and responsibilities for internal control, 
necessary to support the functioning of  the internal control system.

• Management should communicate relevant and quality information with 
appropriate external parties regarding matters impacting the functioning 
of  the internal control system.



Monitoring

• Management should establish and operate monitoring activities to 
monitor the internal control system and evaluate the results.

• Management should evaluate and remediate identified internal control 
deficiencies on a timely basis.





Your Survival Gear: Essential Tools



Compass — Policies & Procedures

• Establish direction and consistency

• Define approval authority

• Guide daily financial operations

• Ensure compliance with statutes & 
policy



Your Survival Gear: Essential Tools



Map — Risk Assessment

• Identify risks before they cause 
problems

• Evaluate operational & compliance 
vulnerabilities

• Adjust processes when risks 
change

• Focus resources on the highest-risk 
areas



Your Survival Gear: Essential Tools



First-Aid Kit — Preventive Controls

• Prevent issues before they occur

• Most cost-effective control type

• Reduce fraud, errors, and misuse

• Strengthen accountability



Your Survival Gear: Essential Tools



Flashlight — Detective Controls

• Reveal issues after they happen

• Help detect errors or irregularities

• Allow timely correction

• Support oversight and audit 
readiness



Your Survival Gear: Essential Tools



Whistle — Communication & Reporting

• Encourage early reporting

• Support transparency & 
accountability

• Keep boards informed

• Ensure compliance with oversight 
agencies



Your Survival Gear: Essential Tools





Lost in the Paperwork — The Problem

• Missing receipts or incomplete 
backup

• Unsigned or unapproved invoices

• Unclear or inconsistent coding

• “Can you just process it?” pressure



Why It Matters (The Risk)

• Violates internal control standards

• Leads to audit findings

• Allows errors or misuse to go 
undetected

• Breaks the chain of  accountability



How We Fix It (The Tools)



How We Fix It (The Tools)

Compass: Enforce written documentation policies

Flashlight: Reconciliations catch missing items early

Whistle: Communicate expectations upfront





Poisonous Berries – Identifying the Risk

• Vendor invoices that “don’t look 
right”

• Duplicate reimbursement attempts

• Charges that don’t match 
documentation

• Transactions processed without 
verification



Why These “Berries” Are So Dangerous

• Can mask errors, misuse, or fraud

• Lead to findings & repayment of  
funds

• Undermine grant compliance

• Erode public trust in the District



Avoid the Poison (The Tools)



Prevent Fraud & Improper Payments

Compass: Clear purchasing & reimbursement policies 

First-Aid Kit: Preventive controls (vendor approval, POs, 
invoice numbering)

 Flashlight: Detective Controls (Data matching, 
reasonableness checks, reconciliations)





Unexpected Storm — When Change Hits

• New grant or funding 
requirements

• Emergency or unexpected 
expenditures

• New billing or accounting system

• Organizational or staffing changes



Why Change Is Dangerous If  Ignored

• Control gaps appear during 
transitions

• Staff  roles and responsibilities shift

• Old policies no longer apply

• Higher risk of  errors, fraud, or 
missed deadlines



Navigating the Storm (The Tools)



Tools for Navigating the Storm

Map: Identify risks created by the change

Compass: Update policies & procedures

 First-Aid Kit: Add preventive controls quickly

 Flashlight: Increase monitoring during transition





What To Do Every Day

1. Document Everything
• Maintain clear records to support every 

transaction

• Ensure documentation is complete, timely, and 
retained properly



What To Do Every Day

2. Reconcile Routinely
• Perform monthly reconciliations of  accounts 

and records

• Compare activity to supporting documents and 
approvals



What To Do Every Day

3. Ask Questions Early
• Clarify missing info before processing 

transactions

• Confirm purpose, coding, and authorization



What To Do Every Day

4. Separate Duties Whenever 
Possible

• Divide responsibilities for authorization, 
custody, and recording

• Use compensating reviews in small districts



What To Do Every Day

5. Communicate Issues 
Immediately

• Divide responsibilities for authorization, custody, and 
recording

• Use compensating reviews in small districts



Building Camp: Culture of  Compliance

•Everyone Has a Role in 
Internal Control

•Administrative Staff  See 
Risks First

•  Slow Down to Do It Right

•Documentation & Questions 
Build Compliance



Compliance Trek Survival Checklist 

•  Follow written policies (Compass)

•  Perform mini risk assessments as you work 

(Map)

•  Use preventive controls first (First-Aid Kit)

•  Perform detective reviews (Flashlight)

•  Speak up (Whistle)



Contact Information

Justin Garcia

Contract Audit Review Specialist

Division of  Local Government Audit

615-401-7810

Justin.Garcia@cot.tn.gov

Matt Piland, CMFO

Contract Audit Review Specialist

Division of  Local Government Audit

615-401-7889

Matt.Piland@cot.tn.gov
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